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Background

All local authorities must make proper provision for internal audit in line with the 1972 Local 
Government Act (S151) and the Accounts and Audit Regulations 2015. The latter states that 
authorities must “undertake an effective internal audit to evaluate the effectiveness of its risk 
management, control and governance processes, taking into account public sector internal 
auditing standards or guidance”.

The guidance accompanying the Regulations recognises both the Public Sector Internal 
Audit Standards (PSIAS) 2017 and the CIPFA Local Government Application Note for the 
UK PSIAS as representing “public sector internal audit standards”. The standards define the 
way in which the Internal Audit Service should be established and undertake its functions.

The External Quality Assessment (completed in May 2020, by the Chartered Institute of 
Internal Auditors) re-affirmed the previous assessment that the Audit Risk Assurance (ARA) 
Shared Service, Internal Audit function fully conforms to the International Standards for the 
Professional Practice of Internal Auditing.

Development of the 2020/21 Internal Audit Plan

The Chief Internal Auditor is required to produce an Annual Risk Based Internal Audit Plan 
to determine the priorities of the internal audit activity. The proposed activity should be 
consistent with the organisation’s priorities and objectives and take into account the 
organisation’s risk management framework, including risk appetite levels set by 
management and internal audit’s own judgement of risks. 

The plan approved by the Audit and Governance Committee in April 2020 (through a virtual 
approval approach) is included at Appendix 1, which shows:

 Audit activity per service area;

 Name of the audit activity;

 Reason for the audit i.e. as a result of Risk Based Internal Audit Planning (RBIAP) 
and link to the Council’s Strategic Risk Register, statutory requirements;

 Outline scope of the review (please note that a detailed terms of reference is agreed 
with the client prior to the commencement of every audit to ensure audit activity is 
continually focused on the key risks and is undertaken within agreed time periods, to 
ensure our service adds value to the Council); and

 The priority of the audit i.e. priorities 1 and 2. 

Priority 1 reflects statutory requirements i.e. grant certification, a limited assurance follow-up 
review, activities that may have been subject to a previous investigation / irregularity, or as 
deemed necessary by the Chief Internal Auditor to enable an opinion on the control 
environment to be provided. 
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Priority 2 activities are the remaining identified activities. The aim being that all priority 1 
activities would be delivered within the year with the priority 2 audits being reassessed in 
the eventuality of any new emerging risk areas where assurances may be required, or 
where additional fraud investigations/irregularities materialise.

Revision of the 2020/21 Internal Audit Plan

The impact of Covid 19 continues to place significant pressures on Council services and in 
turn the availability of service leads and their teams to facilitate Internal Audit activities 
within their areas of responsibility. This additional strain on officers is fully recognised by 
ARA and whilst it has been possible to complete the majority of the 2019/20 plan and 
commence new activity from the 2020/21 plan remotely, it is now an opportune time to 
review the original planned activities alongside new priorities and objectives. 

In addition, with significant organisational disruption, new emergency responsibilities and 
staff working from home the impact on governance will be felt by the Council. These may 
fall into the following broad categories: 

 Impact on business as usual in the delivery of services; 

 New areas of activity as part of the national response to coronavirus and any 
governance issues arising, e.g. implementation of new policies and processes and 
emergency assistance;

 The funding and logistical consequences of delivering the local government 
response, e.g. changes to Council meetings and decision making arrangements, new 
collaborative arrangements, and funding and cash flow challenges; and

 Assessment of the longer term disruption and consequences arising from the 
coronavirus pandemic, e.g. existing projects and programmes may have been put on 
hold, new priorities and objectives introduced and new risks identified or existing 
risks escalated.  

The above factors mean that there may be new or different ‘assurance’ needs.

Due to this changing position and to ensure that the Risk Based Internal Audit Plan meets 
the assurance needs of the Council, the Internal Audit Plan 2020/21 has been reviewed and 
refreshed in consultation with Executive Directors / Directors (with input from Heads of 
Service and Service Managers). This included consideration of newly identified activities, 
current activities that should be prioritised within 2020/21 and activity deferrals/cancellations 
(due to risk). 

Appendix 1 below has been updated to:

 Reflect the current position or the proposed way forward for each activity under the 
original plan (approved by the Audit and Governance Committee in April 2020). This 
being either:

 Completed;
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 In Progress;

 Planned to be completed by year end (i.e. to be reported to Committee in year or 
through the Internal Audit Annual Report 2020/21); and

 Defer for consideration in 2021/22.

 Record any new activity as agreed with senior management due to Covid 19 
emerging / new risk. 

In Summary, Appendix 1 proposes the deferral of eight assurance activities (three priority 1 
and five priority 2) and in each case there is a robust rationale for deferral. For example, 
regards the priority 1 activities:

 Eric Replacement (ICT system audit) – The new ICT system implementation has 
been delayed until March 2021. Audit deferral is to enable review of the replacement 
system; 

 Investment in the Order of St Johns Homes governance framework – Covid 19 has 
impacted the progression of works and hence there is minimal activity to 
review/provide assurance on within 2020/21; and

 Adult Education Services – The recent Adult Education Services Restructure 
consultancy review identified work required on policy update, which will be reviewed 
and implemented within the service. The Executive Director of Economy, 
Environment and Infrastructure has agreed for the audit to occur after the policy 
change has been implemented.     

Priority 2 audit deferrals include areas where audit is not possible remotely within 2020/21 
due to the impact of Covid 19 (e.g. the Learning Disabilities Respite Units were closed for a 
period during lock down and based on risk assessment are unable to support audit visits at 
the current time).   

New activities have come through in to the Appendix 1 revised plan based on risk 
assessment (e.g. Foster Carer Banding Payments) and Covid 19 requirements (e.g. 
additional grant certification activity due to Covid 19 grant funding streams). In addition, due 
to the pandemic and as reflected within the Internal Audit Progress Report (to be presented 
to Audit and Governance Committee on 30th October 2020) within 2020/21 ARA:

 Is providing consultancy support (from both our internal audit and counter fraud 
teams) regards Supplier Relief and Integrated Transport Unit (ITU) Supplier 
Payments;

 Supported the Council's Covid 19 volunteering effort (e.g. food packages for 
shielding individuals within the County) with input from a number of ARA team 
members; 

 Continues to work with Strategic Finance to review/provide assurance regards 
Premiums for Care Providers; and
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 Is providing counter fraud team support and action in regard to Covid 19 relevant 
irregularities.

The above ARA streams of activity are not included within Appendix 1, however once 
concluded, relevant outcomes will be reported to Audit and Governance Committee.

It should be noted that the revised plan does not provide for a contingency allocation to 
accommodate any further new emerging risk areas as a result of the pandemic. 

The revised plan is dynamic and will continue to be reviewed within 2020/21 due to the 
uncertainty of Covid 19 requirements. Should any significant risks arise, ARA will review 
these against the remaining in year priority 2 activities and ensure that Audit and 
Governance Committee are briefed on the updated position.
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Council Wide

Audit Reason for 
Audit

Outline Scope Priority Proposal to Audit 
and Governance 
Committee

Oversight of 
Arms Length 
Organisations

Identified as part 
of Risk Based 
Internal Audit 
Planning 
(RBIAP). 

Consultancy.

Strategic Risk 
(SR) 1.1 Failure 
in corporate 
governance 
which leads to 
service, financial, 
fundamental 
service 
performance or 
reputational 
damage or 
failure.

To review how Gloucestershire County Council (GCC) ensures 
consistent oversight of those parts of GCC which are 
considered to be ‘Arms Length Organisations’ i.e. not Shire 
Hall based or where a more remote operating model is utilised.

The review will focus on the Council oversight structure of 
relevant Arms Length Organisations and will also encompass 
testing, at a high level, of the operation of this oversight in 
relation to a sample of these organisations to ensure the 
approach applied remains fit for purpose.

Priority 2 Planned to be 
completed by 
2020/21 year end. 
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Audit Reason for 
Audit

Outline Scope Priority Proposal to Audit 
and Governance 
Committee

The Assurance 
Framework

Identified as part 
of RBIAP.

Consultancy.

This covers all 
Council’s 
Strategic Risks.

The key objective of this consultancy advice is in a training and 
awareness role supporting the Council’s understanding of the 
three lines of defence / assurance model i.e. attending 
Corporate Leadership Team (CLT) and management teams to 
promote the framework and completing awareness sessions 
for members. 

The key measures of success will be increased awareness of 
the three lines of defence model and increased knowledge of 
the individual's role(s) within this framework in order to embed 
the model within the Council and strengthen the overall control 
environment.

Priority 2 Planned to be 
completed by 
2020/21 year end.
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Corporate Resources

Audit Reason for Audit Outline Scope Priority Proposal to Audit 
and Governance 
Committee

Approval of 
Payments for 
Agency Staff

Limited Assurance 
Follow-up.

Identified as part of 
RBIAP.

SR1.1 Failure of 
corporate 
governance – 
legal/reputational 
damage.

SR5.3 Ineffective 
provider failures – 
unable to achieve 
strategic objectives.

Agency staff are engaged by the Council through an 
organisation which acts as a broker to liaise with recruitment 
agencies rather than GCC dealing direct with agencies.  
The contract to supply agency workers was retendered in 
2016/17 and was taken over by the new provider, De Poel, 
in October 2016.  Expenditure is in excess of £4m per 
annum and is mainly related to social care.

The system is such that managers should approve 
employee’s timesheets on a weekly basis however, should 
they fail to do this then the system will auto approve the 
timesheets to enable the individual agencies to pay their 
staff. 

The original 2017/18 internal audit of this area and the 
subsequent follow-up completed in 2019 resulted in limited 
assurance opinions on control environment. 

This audit will review the progress against 
recommendations emanating from the 2019 audit report.

Priority 1 Completed.
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Audit Reason for Audit Outline Scope Priority Proposal to Audit 
and Governance 
Committee

Safer 
Recruitment

Limited Assurance 
Follow-up.

Identified as part of 
RBIAP.

SR1.1 Failure of 
corporate 
governance – 
legal/reputational 
damage.

SR 7.1 Failure to 
protect vulnerable 
adults in 
Gloucestershire.

SR7.2 Ineffective 
social care practice.

SR11.1 Failure to 
protect 
confidentiality, 
integrity and 
availability of 
information.

The purpose of safer recruitment is to help deter, reject or 
identify potential staff that might abuse children or are 
otherwise unsuitable to work with them by carrying out all 
necessary pre-employment checks.

The original 2019/20 audit looked to provide assurance that 
the safer recruitment procedures are being followed and 
relevant documentation retained at each step of the 
process. Outcomes were provided to the April 2020 Audit 
and Governance Committee and confirmed limited 
assurance on control environment. 

This audit will follow-up the original audit recommendations, 
to provide assurance that the actions agreed with 
management have now been implemented and are 
effective.

Priority 1 Planned to be 
completed by 
2020/21 year end.
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Audit Reason for Audit Outline Scope Priority Proposal to Audit 
and Governance 
Committee

Breach 
Reporting

Requested by Head 
of Information 
Management.

Identified as part of 
RBIAP.

SR11.1 Failure to 
protect the 
confidentiality, 
integrity and 
availability of 
information.

There are specific regulations from the Information 
Commissioners Office (ICO) that detail what is regarded 
as a data breach and what actions a company must take 
to report these ‘breach events’.

Quarter 3 2019/20 statistics confirm 266 breach incidents 
within the quarter, with only one of the 266 being 
reportable under regulations.

The internal audit of data breach incidents will be 
undertaken to give assurance that an ICO regulations 
compliant breach reporting process is in place and is 
being followed by the Council. High risk areas (data 
type/volume) include Children’s Services, Adults and the 
Business Service Centre (BSC) and as such a sample of 
incidents from these areas will be selected and reviewed 
within the internal audit.

Priority 2 In Progress. 
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Audit Reason for Audit Outline Scope Priority Proposal to Audit 
and Governance 
Committee

CCTV 
Compliance

Requested by Head 
of Information 
Management.

Identified as part of 
RBIAP.

SR11.1 Failure to 
protect the 
confidentiality, 
integrity and 
availability of 
information.

The Head of Information Management has responsibility 
for the Council’s usage of CCTV in compliance with 
specific regulations.

The audit will give assurance that GCC usage of CCTV in 
all its forms (building security, bus lane compliance, 
parking wardens body cameras, etc.) is in compliance with 
the statutory legislation. Namely: The Protection of 
Freedoms Act 2012; The Surveillance Camera Code of 
Practice 2013 (the 'SCCOP'); and GDPR. 

It is noted that the legislation contains the requirement to 
perform a regular audit of CCTV compliance.

Priority 2 In Progress.
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Audit Reason for Audit Outline Scope Priority Proposal to Audit 
and Governance 
Committee

Disposal from 
the public 
sector estate

Requested by the 
Assistant Director, 
Asset Management 
and Property 
Services.

Identified as part of 
RBIAP.

SR2.8 Service 
Pressures / 
Ineffective 
Budgetary Control.

There is a three year programme of property disposals 
that will total £105m. The Council are currently in year one 
where disposals will total £40m. As at the end of 2019 the 
Capital Receipts Reserve (where receipts from property 
disposals are held) totalled £32.915m.

A disposal schedule is considered by Cabinet every six 
months and this audit will provide independent assurance 
that GCC are following the correct disposals process in 
line with Cabinet Policy. The audit will sample test a 
number of disposals on a risk basis to confirm this.

Last year a cyclical audit review programme was agreed 
which commenced in 2019/2020 with an audit of (non-
GFRS) vehicle disposals. This audit will continue this 
cyclical audit programme.

Priority 2 In Progress.
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Audit Reason for Audit Outline Scope Priority Proposal to Audit 
and Governance 
Committee

Grievance 
Process

Identified as part of 
RBIAP.

SR 8.1 Workforce 
Planning and 
Employee Relations 
(Retention)

Gloucestershire County Council has a central grievance 
procedure, which is made available to officers through 
Staffnet (the Council’s intranet). 

The internal audit will review the Council’s grievance 
process, to ensure that grievances are processed, 
managed, reported and monitored in accordance with the 
defined procedure. This will include consideration of 
information and support provided to officers/managers to 
ensure awareness and appropriate action of the grievance 
procedure. The audit will also consider the progression 
pathway from a complaint to a grievance case, to ensure 
cases are appropriately escalated and reported as a 
grievance.

GFRS grievance processes are aligned to the Council 
grievance procedure. Audit testing will include both areas. 

Priority 1 Planned to be 
completed by 
2020/21 year end.
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Audit Reason for Audit Outline Scope Priority Proposal to Audit 
and Governance 
Committee

Members 
Expenses and 
Allowances

Requested by Head 
of Democratic 
Services.

Identified as part of 
RBIAP.

SR1.1 Failure of 
corporate 
governance – 
legal/reputational 
damage.

Gloucestershire County Council adopted a scheme of 
members’ allowances, which is reflected within the 
Council Constitution. The scheme follows the 
recommendations of an independent remuneration panel 
and is reviewed annually. Each Member is eligible to 
receive a Basic Annual Allowance and where appropriate, 
Councillors who hold special responsibilities in relation to 
the authority are eligible to receive a Special 
Responsibility Allowance. Members can also claim 
specific expenses. 

The budget held for the area is approximately £1m per 
annum.

The audit will review members’ expenses and allowances 
to provide assurance they are claimed and paid in 
accordance with Council policy.

Priority 2 Completed.
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Audit Reason for Audit Outline Scope Priority Proposal to Audit 
and Governance 
Committee

Officer Decision 
Making Process

Requested by 
Assistant Director of 
Strategic Planning, 
Performance and 
Change.

Identified as part of 
RBIAP.

SR1.1 Failure of 
corporate 
governance – 
legal/reputational 
damage.

The objective of the audit is to consider the adequacy of 
the officer decision making process and to give assurance 
that the process as detailed in the Guidance Note 
Executive Decisions taken by Officers June 2015 is being 
followed. There will be specific focus on the recording and 
publication of decisions made by officers where this 
decision making has been delegated from Cabinet.

Priority 2 Planned to be 
completed by 
2020/21 year end.
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Audit Reason for Audit Outline Scope Priority Proposal to Audit 
and Governance 
Committee

Payroll 
Payments and 
Standing Data

Identified as part of 
RBIAP.

SR11.1 Failure to 
protect 
confidentiality, 
integrity and 
availability of 
information.

The remit of the audit will be review of payroll standing 
data using data analytics to identify changes to data that 
are outside of policy. The audit will provide assurance that 
the controls over payroll standing data are appropriate and 
that payroll standing data is complete and accurate. It will 
also use data analytics to validate that payments made to 
employees are legitimate. Proposed tests include:

 Checking Duplicate National Insurance (NI) 
numbers, bank details, name, addresses;

 Checking Blank NI Numbers, bank accounts, 
names and addresses;

 Ensuring employees are 16 or above;

 Duplicate payments to employees; and

 Analysis of Overtime vs Basic Pay.

Priority 2 Planned to be 
completed by 
2020/21 year end.
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Audit Reason for Audit Outline Scope Priority Proposal to Audit 
and Governance 
Committee

Quayside 
Development 
Project 
Overview

Requested by the 
Assistant Director, 
Asset Management 
and Property 
Services.

Identified as part of 
RBIAP.

SR2.8 Service 
Pressures / 
Ineffective 
Budgetary Control.

The Quayside Development Project (£16m joint 
development with the NHS) is to provide in phase 1 two 2 
new GPs surgeries and a pharmacy and in phase 2 a new 
‘green’ 800 space car park (£7.5m cost). The business 
case has been signed off by the Council and Kier has 
been appointed as the contractor via the South West 
Framework. Funding will be provided from capital receipts 
and internal borrowing.

The audit will focus on providing assurance that there are 
appropriate project management arrangements in place 
specifically around reporting of project progress, budget 
spend and risk recognition and escalation.

Priority 2 Planned to be 
completed by 
2020/21 year end.

The General 
Customer 
Complaints 
Process

Requested by 
Assistant Director of 
Strategic Planning, 
Performance and 
Change.

Identified as part of 
RBIAP.

There are three statutory customer complaints processes - 
for Adults, Children, and all other complaints (known as 
Corporate Complaints). There are also three basic levels 
of complaint (dealt with by the business; Complaints Team 
involvement; and for Adults or Children specific 
complaints).  Statutory reporting requires reporting to the 
Local Government and Social Care Ombudsman – if the 
Ombudsman finds against the authority this has to be 
reported to Council. 

Priority 2 Planned to be 
completed by 
2020/21 year end.
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Audit Reason for Audit Outline Scope Priority Proposal to Audit 
and Governance 
Committee

Audit theme link to a 
number of the 
Council’s Strategic 
Risks, including:

SR11.1 Failure to 
protect 
confidentiality, 
integrity and 
availability of 
information.

The key objective of the audit is to confirm if the Corporate 
Complaints process is joined up and to confirm that 
complaints are processed in accordance with Customer 
Complaints Policy, specifically if complaints are 
appropriately escalated and reported.

This audit will not cover the processes for Adults or 
Children. Other types of complaint not covered by this 
audit are: 

 Complaints about Freedom of Information, Data 
Protection, and Environmental Information 
Regulations legislation as these are covered by the 
Information Compliance complaints procedure. 

 Complaints by organisations with whom we have a 
commercial agreement to provide goods or 
services. These are covered under the relevant 
contract or service level agreement. 

 Complaints about the conduct of County 
Councillors. These are covered by the Code of 
Conduct for Councillors. 

 Complaints about Directors, as these should are 
sent to the Chief Executive for investigation.
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Audit Reason for Audit Outline Scope Priority Proposal to Audit 
and Governance 
Committee

Treasury 
Management 
transfer process

Requested by 
Director of Finance.

Identified as part of 
RBIAP.

SR2.8 Service 
Pressures/Ineffective 
Budgetary Control.

Treasury management is concerned with keeping 
sufficient but not excessive cash available to meet the 
Council’s spending needs, while managing the risks 
involved. Surplus cash is invested until required, while a 
shortage of cash will be met by borrowing in order to avoid 
excessive credit balances or overdrafts in the bank current 
account. The revenue cash surpluses are offset against 
capital cash shortfalls to reduce overall borrowing. As at 
November 19, total external borrowing totalled £276.6m at 
an average interest rate of 4.76% and investments totalled 
£346.1m at 1.27% average interest rate.

As there is significant assurance given by other providers 
(notably external audit) this audit will focus solely on the 
treasury management transfer process (due to transfers 
being material in value). Thus assurance will be provided 
that the transfer process is robust with adequate oversight 
and separation of duties.

Priority 2 In Progress.
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Audit Reason for Audit Outline Scope Priority Proposal to Audit 
and Governance 
Committee

White Slip 
payment 
process

Requested by 
Director of Finance 
and Finance 
Management Team.

Identified as part of 
RBIAP.

SR2.8 Service 
Pressures / 
Ineffective 
Budgetary Control.

Up to 2019/20 ad hoc one off payments were processed 
via ‘pink slip’. These have been replaced within 2019/20 
by white slips which contain more information in order to 
enable more scrutiny and monitoring of white slip Council 
expenditure to take place.

The audit will review the use of ‘white slips’, the monitoring 
and checking that is performed on white slips and will 
provide assurance that the controls operating within the 
white slip payment process are appropriately designed 
and operating effectively.

Priority 2 Defer for 
consideration in 
2020/21.
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ICT internal audit

The ICT audit needs assessment 2020/21 has been compiled by ARA’s ICT audit specialists in consultation with and having input from 
Council senior managers (including ICT and other service areas). The ICT internal audits contained within the ICT audit needs assessment 
were as follows:

Audit Reason for 
Audit

Outline Scope Priority Proposal to Audit 
and Governance 
Committee

Cyber Security Identified as part 
of RBIAP.

SR3.2 Failure to 
protect the 
Council's key 
information and 
data from Cyber 
Attack.

SR11.1 Failure to 
protect 
confidentiality, 
integrity and 
availability of 
information.

There have been significant changes since the previous cyber 
security review undertaken during 2017/18. 

This internal audit will consider the cyber security 
arrangements in place including ICT Security related policies 
and procedures; secure configuration of devices; perimeter 
security; managing user privileges, user education and 
awareness; incident management; malware prevention; backup 
arrangements; network monitoring; patching and firmware 
updating; removable media controls; and home and mobile 
working.

Priority 1 Planned to be 
completed by 
2020/21 year end.
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Audit Reason for 
Audit

Outline Scope Priority Proposal to Audit 
and Governance 
Committee

ERIC 
Replacement – 
Liquid Logic

Identified as part 
of RBIAP.

SR3.2 Failure to 
protect the 
Council's key 
information and 
data from Cyber 
Attack.

SR11.1 Failure to 
protect 
confidentiality, 
integrity and 
availability of 
information.

SR7.2 Ineffective 
social care 
practice, 
management 
oversight and 
review. 

The Adult Social Care management system is currently ERIC. 
This is due to move to a Liquid Logic solution within 2020. 

The internal audit will be a focussed application security review 
of the newly implemented Liquid Logic Adults solution.

Priority 1 Defer for 
consideration in 
2020/21.
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Audit Reason for 
Audit

Outline Scope Priority Proposal to Audit 
and Governance 
Committee

IT Disaster 
Recovery 

Limited 
Assurance 
Follow-up.

Identified as part 
of RBIAP.

SR3.1 Failure to 
ensure 
technology 
managed by ICT 
(including 
communications 
abilities) remains 
fit for purpose.

SR3.2 Cyber 
Attack.

SR10.4 Business 
continuity 
management 
arrangements 
failure and 
impact.

The IT Disaster Recovery follow-up internal audit outcome 
reported to Audit and Governance Committee in January 2020 
found that while ICT management had taken steps to produce 
and update a draft ICT Service Continuity and Recovery Plan, 
defined and documented the criticality of key systems and 
services and now have technical recovery procedures in place 
for some key applications; further work was required to provide 
assurance that all key systems and services were recoverable 
within acceptable timescales, if a serious incident/disaster 
should befall the Council. For that reason, the IT Disaster 
Recovery follow-up audit assurance level for control 
environment was limited. 

The follow-up internal audit will review the position against the 
original audit recommendations, to provide assurance that the 
actions agreed with management have now been implemented 
and are effective.

Priority 1 Planned to be 
completed by 
2020/21 year end.
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Audit Reason for 
Audit

Outline Scope Priority Proposal to Audit 
and Governance 
Committee

Gloucestershire 
Industrial 
Services (GIS)

Identified as part 
of RBIAP.

SR3.2 Failure to 
protect the 
Council's key 
information and 
data from Cyber 
Attack.

SR11.1 Failure to 
protect 
confidentiality, 
integrity and 
availability of 
information.

The CEquip system used to manage and control equipment is 
to be replaced from October 2020. The internal audit will be an 
application security review of the new GIS asset management 
solution (e.g. system access controls etc). 

It is noted that the 2020/21 Plan contains a GIS establishment 
internal audit. The ICT audit scope will not be duplicated within 
the GIS establishment internal audit.

Priority 1 Planned to be 
completed by 
2020/21 year end.

Risk areas to be 
discussed with 
GIS, ICT and the 
Head of Adult 
Social Care 
Support Services. 
The audit scope 
may shift 
dependent on the 
confirmed risks. 
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Audit Reason for 
Audit

Outline Scope Priority Proposal to Audit 
and Governance 
Committee

Sopra Steria 
Exit Strategy

Requested by 
Director of 
People and 
Digital Services.

Identified as part 
of RBIAP.

SR3.1 Failure to 
ensure ICT 
technology 
remains fit for 
purpose.

SR5.3 Ineffective 
provider failures / 
commissioning 
practice.

SR10.4 Business 
continuity 
management 
arrangements 
failure and 
impact.

Review of the plans and processes in place to address the 
significant risks arising from the ending of the Sopra Steria ICT 
contract in March 2021 and the implementation of the 
proposed Technology Strategy/Operating Model from April 
2021.

Priority 1 Planned to be 
completed by 
2020/21 year end.
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Audit Reason for 
Audit

Outline Scope Priority Proposal to Audit 
and Governance 
Committee

Library 
Management 
System

Identified as part 
of RBIAP.

SR3.2 Failure to 
protect the 
Council's key 
information and 
data from Cyber 
Attack.

SR11.1 Failure to 
protect 
confidentiality, 
integrity and 
availability of 
information.

The Library Management System (LMS) is used to process the 
high volume of transactions that take place in the library 
network for staffed and community libraries. The LMS enables 
management to monitor activity and review how the service 
manages stock and money.

Within 2020, the LMS is moving from a Capita system to a 
Civica system.

The internal audit will be a focussed information security review 
of the replacement LMS including access controls and data 
protection.

Priority 1 Planned to be 
completed by 
2020/21 year end.
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Audit Reason for 
Audit

Outline Scope Priority Proposal to Audit 
and Governance 
Committee

ICT Technology 
Procurement

Requested by 
Director of 
People and 
Digital Services.

Identified as part 
of RBIAP. 

SR3.1 Failure to 
ensure 
technology 
managed by ICT 
(including 
communications 
abilities) remains 
fit for purpose.

The review will assess the governance, strategy and 
procurement arrangements in place to manage and control ICT 
technology spend at the Council.

Priority 1 Planned to be 
completed by 
2020/21 year end.
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Pensions

Audit Reason for 
Audit

Outline Scope Priority Proposal to Audit 
and Governance 
Committee

Ghost 
Pensioners

Requested by 
Head of Pension 
Fund.

Identified as part 
of RBIAP.

Pensions Fund 
Risk Register e.g. 
A/R3.

The Gloucestershire Local Government Pension Scheme 
(LGPS) is administered by Gloucestershire County Council. 
As reported in the 2018/29 Pension Fund statement of 
accounts, there were 60,134 scheme members – split across 
contributors (18,969); pensioners (16,058); deferred 
pensioners (20,417); and undecided/processed leavers 
(4,690).

A main area for fraud/misappropriation within an LGPS is the 
presence of ghost scheme members, specifically within the 
pensioners category – i.e. false/fraudulently set up 
pensioners who are being paid a pension.

The internal audit will review the current processes and 
controls in place within GCC LGPS administration to identify, 
review, challenge and resolve potential ghost pensioners. Data 
analytics will be considered as part of the audit approach. 

Priority 1 Planned to be 
completed by 
2020/21 year end.
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Audit Reason for 
Audit

Outline Scope Priority Proposal to Audit 
and Governance 
Committee

Investments – 
portfolio 
transition

Requested by 
Head of Pension 
Fund.

Identified as part 
of RBIAP.

Pensions Fund 
Risk Register e.g. 
F1, F4, F5, G2, 
G4.

The Gloucestershire Local Government Pension Scheme 
(LGPS) is administered by Gloucestershire County Council. 
The Council is responsible for setting investment policy, 
appointing suitable persons to implement that policy and 
carrying out reviews and monitoring of investments and 
performance.

Pension Scheme investments within 2019/20 included fund 
manager led investments and investment within the Brunel 
Pension Partnership Ltd, both being across a number of 
mandates/portfolios. As at 31st December 2019, the total 
investment for the fund as per the quarter 3 2019/20 
performance report was £2,581,771,000 across both areas.

The internal audit will review LGPS portfolio transitions, to 
ensure that transitions are appropriately approved prior to 
being actioned and are in line with LGPS agreed Strategy 
Statements, policies and procedures.  

Priority 1 Planned to be 
completed by 
2020/21 year end.
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Audit Reason for 
Audit

Outline Scope Priority Proposal to Audit 
and Governance 
Committee

Pensions 
Information and 
Cyber Security 
– upgraded 
Altair system

Requested by 
Head of Pension 
Fund.

Identified as part 
of RBIAP.

SR3.2 Failure to 
protect the 
Council's key 
information and 
data from Cyber 
Attack.

SR11.1 Failure to 
protect 
confidentiality, 
integrity and 
availability of 
information.

Pension Fund 
risk register.

The pensions administration system has been updated within 
2019/20, from an in-house managed system to a supplier 
hosted and supported system. The internal audit will provide 
assurance on the application security and data protection of 
the recently implemented Altair pension solution.

Priority 1 Planned to be 
completed by 
2020/21 year end.
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Adults 

Audit Reason for 
Audit

Outline Scope Priority Proposal to Audit 
and Governance 
Committee

Client Affairs Deferred from 
2019/20. 

Further 
work/change of 
emphasis 
requested by 
Head of 
Safeguarding 
Adults.

Identified as part 
of RBIAP.

SR 7.1 Failure to 
protect vulnerable 
adults in 
Gloucestershire.

SR 2.4 Changes 
to Future Funding 
Resources.

If a person lacks capacity to administer their financial affairs, 
the Council can apply to become an appointee. If granted the 
Council will then manage the individual’s financial affairs. 

This review will consider the arrangements for the 
management of client’s financial affairs to ensure that they are 
properly safeguarded with particular reference to third parties 
and mobility vehicles driven by carers.

Priority 1 In Progress. 
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Audit Reason for 
Audit

Outline Scope Priority Proposal to Audit 
and Governance 
Committee

GIS Healthcare 
- establishment 
audit

Deferred review, 
focus changed by 
Audit.

Identified as part 
of RBIAP.

SR 7.1 Failure to 
protect vulnerable 
adults in 
Gloucestershire.

SR2.8 Service 
Pressures / 
Ineffective 
Budgetary 
Control.

Gloucestershire Industrial Services (GIS) Healthcare is a 
Gloucestershire County Council service organisation, providing 
medical equipment, aids and adaptations to enable service 
users to live at home or to return home from hospital.

Within 2020/21, an establishment audit will be undertaken to 
include income and charging.

The CEquip system used to manage and control equipment is 
to be replaced from October 2020. The review will also 
consider whether processes are effective with the new system.

It is noted that a separate ICT internal audit will be completed 
within 2020/21, with the outline scope to complete an 
application security review of the new GIS asset management 
solution (e.g. system access controls etc). The ICT audit scope 
will not be duplicated within the GIS establishment internal 
audit.

Priority 1 Planned to be 
completed by 
2020/21 year end.
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Audit Reason for 
Audit

Outline Scope Priority Proposal to Audit 
and Governance 
Committee

Investment in 
Order of St 
John Homes

Requested by 
Finance Business 
Partner.

Identified as part 
of RBIAP.

SR 7.1 Failure to 
protect vulnerable 
adults in 
Gloucestershire.

SR 6.1 Failure to 
maintain effective 
relationships with 
key partners and 
organisations.

In 2005 the Council entered into a contract with the 
Gloucestershire Care Partnership (GCP), a joint venture of the 
Orders of St John (OSJ) Care Trust and Bedfordshire Pilgrims 
Housing Association, to run the Council’s care homes. 

In November 2019, the Council (via the Cabinet Member for 
Adult Social Care Delivery) agreed to provide £6m to improve 
nine OSJ homes over a 2 year period to bring them up to 
required standards and to comply with contractual 
arrangements with Gloucestershire Care Partnership. It is not 
expected that there will be much expenditure during 2020/21, 
however, this audit is to examine the governance 
arrangements set up for the spend, with specific focus on the 
allocation and delivery of roles and responsibilities.

Priority 1 Defer for 
consideration in 
2020/21.
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Audit Reason for 
Audit

Outline Scope Priority Proposal to Audit 
and Governance 
Committee

Adult Social 
Care Best 
Value

Deferred from 
2019/20 plan.

Consultancy.

Identified as part 
of RBIAP.

SR 7.1 Failure to 
protect vulnerable 
adults in 
Gloucestershire.

SR 2.4 Changes 
to Future Funding 
Resources.

The original audit within the 2019/20 plan was to determine 
whether there was a robust framework in place (Best Value 
Policy), whilst ensuring assessed needs are met. 

Due to changes within Adults in 2019/20, Adults senior 
management decision has been made that an individual Best 
Value Policy is not required, however the principles of Best 
Value Policy are being embedded into various Adults policies 
which are being drafted in quarter 4 2019/20. 

Audit resource (consultancy) is to be directed to early 
engagement with policy design, with a risk/framework 
robustness focus.

Priority 2 Completed.
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Audit Reason for 
Audit

Outline Scope Priority Proposal to Audit 
and Governance 
Committee

Out of 
County/Cross 
Charging for 
Sexual Health

Identified as part 
of RBIAP.

Requested by 
Director of Public 
Health and Lead 
Commissioner 
Public Health.

SR 2.4 Changes 
to Future Funding 
Resources.

‘Cross-charging’ applies when residents of a given area attend 
a sexual health service provided in another area (known as an 
‘Out of Area Attendances’). The ‘provider’ (usually a health 
trust) will charge back the cost of providing the service to that 
individual to their ‘home’ Local Authority. 

The Department of Health and Social Care provide guidance 
but this is not legally binding, and different areas will work to 
slightly different principles (e.g. with respect to what they will 
and won’t pay for; and what they charge). Some local 
authorities have published ‘position statements’ to clarify their 
local practice. Gloucestershire County Council has not done 
so.

This audit is to review the process for charges that have been 
paid to ‘out of area’ providers of sexual health services by the 
Council to ensure that only appropriate and authorised 
payments are made (e.g. considering fee rates agreement, 
verification of service provided and service recipient etc.) and 
that the process is in compliance with the Department of Health 
and Social Care guidance.

Priority 2 Planned to be 
completed by 
2020/21 year end.
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Audit Reason for 
Audit

Outline Scope Priority Proposal to Audit 
and Governance 
Committee

Learning 
Disability 
Respite Units

Requested by 
Director of 
Operations.

Identified as part 
of RBIAP.

SR 7.1 Failure to 
protect vulnerable 
adults in 
Gloucestershire.

There are two Learning Disability respite units under GCC 
ownership and management; Longhouse (Stroud) and The 
Vicarage (Cheltenham).  There is one manager for both units. 
This review will include an establishment audit at one of the 
units to include review of procurement cards, petty cash, 
amenity fund and client’s property and/or cash. 

The audit will consider whether there are suitable policies in 
place, that the policies are adhered to and that management 
oversight arrangements are in place (i.e. by staff outside of the 
units).

Priority 2 Defer for 
consideration in 
2020/21.



Internal Audit Plan 2020/21 (revised due to Covid 19)

36

Childrens
Audit Reason for 

Audit
Outline Scope Priority Proposal to Audit 

and Governance 
Committee

Direct 
Payments

Deferred from 
2019/20 plan.

Identified as part 
of RBIAP.

SR2.8 Service 
Pressures 
(demand in 
Children’s social 
care). 

SR7.2 Ineffective 
social care 
practice.

SR7.4 Failure to 
close the gaps in 
educational 
outcomes.

SR7.5 Insufficient 
workforce 
capacity.

A Direct Payments (Children’s and Families) internal audit 
was carried out in 2016/17, confirming limited assurance for 
both risk management and the control environment. 

The report included four High Priority recommendations.  
Management update on the position of the audit 
recommendations was presented to Audit and Governance 
Committee in January 2017 and a follow-up audit was 
subsequently undertaken.  

Due to the high risk nature of Direct Payments a further audit 
is being planned for 2020/21 to ensure that previous 
recommendations have been implemented as well as to 
provide assurance that the systems for administering direct 
payments are robust, including the monitoring of spends and 
the adequacy of arrangements to prevent/detect fraud.

Priority 1 In Progress. 
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Audit Reason for 
Audit

Outline Scope Priority Proposal to Audit 
and Governance 
Committee

Discretionary 
Payments to 
Foster Carers 

Limited 
Assurance 
Follow-up.

Identified as part 
of RBIAP.

SR7.2 Ineffective 
social care 
practice.

Discretionary payments to foster carers are where additional 
payments are made to foster carers over and above their 
standard contractual payment.  This has been identified as an 
area of high spend in financial monitoring reports to Cabinet.  

In 2019/20, an audit was undertaken where assurance was 
provided on the effectiveness of the systems and processes 
in place for making discretionary payments to foster carers 
(restricted to GCC’s in-house foster service).  

A limited opinion on control was given necessitating a Limited 
Assurance Follow-up audit during 2020/21, to provide 
assurance that the actions agreed with management have 
now been implemented and are effective.

Priority 1 Planned to be 
completed by 
2020/21 year end.

New Activity
Foster Carer 
Banding 
Payments

Councillor referral 
to Internal Audit.

SR7.2 Ineffective 
social care 
practice.

The outline scope includes two main activity themes (Foster 
Carer Banding Payments and Overpayments to De-
registered Foster Carers) reviewing key processes and 
controls within each area, focussing on the identified risks 
raised. 

Outcomes from the review will be reported to Audit and 
Governance Committee through a summary paragraph. 

Priority 1 In Progress.
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Audit Reason for 
Audit

Outline Scope Priority Proposal to Audit 
and Governance 
Committee

Health 
Assessments

Deferred from 
2019/20 plan.

Identified as part 
of RBIAP.

SR7.2 Ineffective 
social care 
practice.

SR7.5 Insufficient 
workforce 
capacity.

When a child or young person comes into care they will have 
an Initial Health Assessment (IHA) – this is a statutory health 
assessment that is required to be completed within 28 days 
of coming into care. It is completed by a paediatrician or an 
appropriately trained medical practitioner.

This audit will review the effectiveness of the control systems 
that are in place to provide assurance that timely initial health 
assessments are carried out as required for children coming 
into care for the first time.  Sample testing will encompass 
teams from across all of the localities.

Priority 1 In Progress. 
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Audit Reason for 
Audit

Outline Scope Priority Proposal to Audit 
and Governance 
Committee

Section 17 Limited 
Assurance 
Follow-up.

Identified as part 
of RBIAP.

SR7.2 Ineffective 
social care 
practice, 
management 
oversight and 
review processes 
resulting in drift 
and delay for 
children and 
young people in 
situations of 
harm.

Children and Families teams, Referral and Assessment teams 
and Children in Care teams can provide support for families, 
e.g. the provision of accommodation and subsistence, by using 
the Section 17 budget where the families would be eligible for 
this. Local authorities are facing increasing demands for 
services with rising costs of service provision and this is an 
area that has been overspent within GCC in successive years.

In 2019/20 an audit was undertaken of Section 17 where a 
limited opinion was given for the control environment.  This 
necessitates a follow-up audit being undertaken in 2020/21, to 
provide assurance that the actions agreed with management 
have now been implemented and are effective.

Priority 1 Planned to be 
completed by 
2020/21 year end.
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Audit Reason for 
Audit

Outline Scope Priority Proposal to Audit 
and Governance 
Committee

Unregulated 
Placements – 
Fostering

Limited 
Assurance 
Follow-up.

Identified as part 
of RBIAP.

SR7.2 Ineffective 
social care 
practice.

SR7.7 Failure to 
develop sufficient 
placement 
capacity to meet 
the needs of 
children looked 
after.

Children in care can be placed in foster placements whilst 
awaiting more permanent fostering or adoption arrangements 
to be made.  

In 2019/20 an audit was undertaken to review the operational 
procedures for placing children in unregulated fostering 
placements to ensure that the placements were properly 
approved, had been quality assured and were not subject to 
drift. 

A limited opinion on control was given which necessitates a 
follow-up audit being undertaken in 2020/21, to provide 
assurance that the actions agreed with management have 
now been implemented and are effective.

Priority 1 Completed.



Internal Audit Plan 2020/21 (revised due to Covid 19)

41

Audit Reason for 
Audit

Outline Scope Priority Proposal to Audit 
and Governance 
Committee

Early Help:  
Edge of Care

Operations 
Director of 
Children’s 
Safeguarding.

Identified as part 
of RBIAP.

SR7.2 Ineffective 
social care 
practice, 
management 
oversight and 
review processes 
resulting in drift 
and delay for 
children and 
young people in 
situations of 
harm.

The commissioning standards on securing sufficient 
accommodation for children in care also apply to children in 
need who are at risk of care or custody, referred to as children 
on the edge of care. This is important since it is preferable, 
where it is in the best interests of the child or young person, to 
provide support which allows them to stay with their families 
where appropriate.  The two key teams that are involved in this 
process are the Diversion and Placement Support Team and 
Functional Family Therapy.

The Edge of Care Service was highlighted by Ofsted as an 
area for improvement.

This audit will provide assurance over the effectiveness of 
specific aspects of the Edge of Care Service as agreed with 
the Director of Children’s Safeguarding.

Priority 2 Planned to be 
completed by 
2020/21 year end.
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Audit Reason for 
Audit

Outline Scope Priority Proposal to Audit 
and Governance 
Committee

High Needs 
Block

Requested by 
Director of 
Education.

Identified as part 
of RBIAP.

SR7.4 Failure to 
close the gaps in 
educational 
outcomes for 
vulnerable 
learners and their 
peers.

SR2.8 Service 
Pressures / 
Ineffective 
Budgetary 
Control.

The High Needs Block encompasses Independent Places, 
Special School places, Alternative Provision Schools (APS) 
and Education Health and Care plans (EHCP).  

The pressure on High Needs budgets is a nationally 
recognised one and Gloucestershire County Council’s 2019/20 
forecast overspend of High Needs within the Dedicated 
Schools Grant is £9.8m.

This audit will take account of the work of the High Needs 
Programme and focus on providing assurance over systems 
and processes within specific areas of spend of the High 
Needs Block to be agreed with new Director of Education.

Priority 2 Planned to be 
completed by 
2020/21 year end.
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Audit Reason for 
Audit

Outline Scope Priority Proposal to Audit 
and Governance 
Committee

Independent 
Reviewing 
Officers

Requested by 
Director of 
Partnerships and 
Strategy.

Identified as part 
of RBIAP.

SR7.2 Ineffective 
social care 
practice.

SR7.4 Failure to 
close the gaps in 
educational 
outcomes for 
vulnerable 
learners and their 
peers.

Every Child in Care must have an allocated Independent 
Reviewing Officer (IRO). The IRO will scrutinise the Local 
Authority’s (LA) care plan for the child and listen carefully to the 
views of the child and others about the plan. They will 
challenge the LA if they believe the plan is not in the best 
interests of the child. There is statutory guidance for IROs and 
LAs on their functions in relation to case management and 
review for looked after children.

This audit will provide assurance on compliance with specific 
aspects of the IRO Handbook as agreed with the Director of 
Partnerships and Strategy.  The IRO Handbook is the statutory 
guidance for Independent Reviewing Officers and local 
authorities on their functions in relation to case management 
and review.

Priority 2 Planned to be 
completed by 
2020/21 year end.
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Audit Reason for 
Audit

Outline Scope Priority Proposal to Audit 
and Governance 
Committee

No Recourse to 
Public Funds 
(NRPF)

Requested by 
Assistant Director 
for Integrated 
Children and 
Families 
Commissioning.

Identified as part 
of RBIAP.

SR7.2 Ineffective 
social care 
practice, 
management 
oversight and 
review processes 
resulting in drift 
and delay for 
children and 
young people in 
situations of 
harm.

No Recourse to Public Funds (NRPF) is a term used for people 
who are subject to immigration control and have no entitlement 
to welfare benefits, to Home Office asylum support for asylum 
seekers or to public housing.  There is no specific budget for 
NRPF and the expenditure is included in the Section 17 cost 
centres for each locality in Gloucestershire.  

For 2019/20 each locality is forecasting an overspend on 
Section 17 where NRPF expenditure could be a contributing 
factor.  

This audit will provide assurance over the systems and 
processes for the approval and monitoring of NRPF to ensure 
that it is not subject to drift resulting in poor Value for Money 
and overspends within the Section 17 budgets.

Priority 2 Planned to be 
completed by 
2020/21 year end.
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Audit Reason for 
Audit

Outline Scope Priority Proposal to Audit 
and Governance 
Committee

Re-referral 
Rates and 
Repeat Child 
Protection 
Plans

Requested by 
Executive 
Director of 
Children’s 
Services.

Identified as part 
of RBIAP.

SR7.2 Ineffective 
social care 
practice.

SR7.5 Insufficient 
workforce 
capacity and/or 
instability.

A Child Protection Plan is a detailed inter-agency plan setting 
out what must be done to protect a child from further harm and 
to support their health and development.  

The Plan is shared with the parents of the child and they will be 
made aware of the concerns the Social Worker has for the 
child’s health and development or the risk factors they have 
identified that may place the child at harm.  

A Child Protection Plan should not last for a long time. If the 
Plan is not effective then the recommended actions will need to 
be changed through the statutory review process or if it is 
working well the Plan may be stepped down to a Child in Need 
Plan.  In some cases, when a Child Protection Plan has ended, 
the child is re-referred and a repeat Child Protection Plan is 
necessary.  

This audit will work with management and operational staff to 
establish the root causes of re-referrals and repeat Child 
Protection Plans in order to achieve an improvement in re-
referral rates.

Priority 2 Planned to be 
completed by 
2020/21 year end.
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Audit Reason for 
Audit

Outline Scope Priority Proposal to Audit 
and Governance 
Committee

LA maintained 
schools

S151 Officer as 
part of annual 
statement of 
assurance.

SR1.1 Failure in 
corporate 
governance 
which leads to 
service, financial, 
fundamental 
service 
performance or 
reputational 
damage or 
failure.

SR2.4 Changes 
to Future Funding 
Resources.

Gloucestershire County Council’s budget includes the 
Dedicated Schools Grant which for 2020/21 is £479,933,193 
before recoupment.

There is a requirement for the Chief Financial Officer (S151) to 
sign the following annual statement:

For the period 20xx – 20yy, I confirm that I have in place a 
system of audit for schools which gives me adequate 
assurance over their standards of financial management and 
the regularity and propriety of their spending.  

To enable the above, a sample of schools will be selected 
following a risk assessment of all schools and discussion with 
key officers. Internal Audit will review the effectiveness of the 
financial systems and controls in operation at these selected 
schools. 

Once all the audits are complete, a summary of common 
findings will be made available to all schools as learning points.

In addition, maintained and academy schools will be provided 
with the opportunity to engage ARA to undertake Internal 
Audits at their schools on a traded services basis.

Priority 2 Planned to be 
completed by 
2020/21 year end, 
however the audit 
approach will be 
adapted to ensure 
consideration of 
Covid 19 
requirements and 
risks (e.g. remote 
audit). ARA is in 
consultation with 
the Director of 
Children’s 
Services and the 
Director of Finance 
to agree the 
updated approach. 
The outcome will 
be reported to 
Audit and 
Governance 
Committee. 
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Audit Reason for 
Audit

Outline Scope Priority Proposal to Audit 
and Governance 
Committee

Social Work 
Academy

Requested by 
Director of 
Partnerships and 
Strategy.

Identified as part 
or RBIAP.

SR7.2 Ineffective 
social care 
practice.

SR7.5 Insufficient 
workforce 
capacity and/or 
instability.

Gloucestershire Children’s Services Social Work Academy is a 
professional development centre for social workers at all levels, 
from students and newly qualified social workers to Heads of 
Service.  

The Academy is also supporting a range of entry routes into 
social work and related professions including 'step up' 
programmes and Frontline. It is for both new and current staff 
and aims to embed a 'Gloucestershire Approach' to social work 
practice, leadership and management and aims to ensure 
there is a consistent level of good practice across 
Gloucestershire Children’s Services.  Social Workers need to 
have the tools, training, and development available to make 
sure they are the best at what they do, in their role.

This audit will provide assurance over the effectiveness of 
specific aspects of the Social Work Academy as agreed with 
the Director of Partnerships and Strategy.

Priority 2 Planned to be 
completed by 
2020/21 year end.
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Audit Reason for 
Audit

Outline Scope Priority Proposal to Audit 
and Governance 
Committee

Use of Neglect 
Toolkit

Requested by 
Executive 
Director of 
Children’s 
Services.

Identified as part 
of RBIAP.

SR7.2 Ineffective 
social care 
practice, 
management 
oversight and 
review processes 
resulting in drift 
and delay for 
children and 
young people in 
situations of 
harm.

The Child Neglect Toolkit is designed to assist in identifying 
and assessing children who are at risk of neglect. It is to be 
used when there is a concern that the quality of care of a child 
suggests that their needs are being neglected. The Child 
Neglect Toolkit can be used to inform decision-making, 
assessments and planning. It can also be used in one to one's 
with managers or in supervision. 

This audit will provide assurance over the systems and 
processes in place to ensure the effective use of the Child 
Neglect Toolkit where appropriate.  

Priority 2 Planned to be 
completed by 
2020/21 year end.
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Economy, Environment and Infrastructure

Audit Reason for 
Audit

Outline Scope Priority Proposal to Audit 
and Governance 
Committee

Adult Education 
Service 

Requested by 
Executive 
Director 
Economy, 
Environment and 
Infrastructure.

Identified as part 
of RBIAP. 

SR2.8 Service 
pressures / 
Ineffective 
Budgetary 
Control.

The internal audit will review the systems and processes being 
operated in the Adult Education Service (AES). Specifically the 
expense claims process and the monitoring and oversight of 
payments to Tutors (both for student contact hours and for 
lesson development time) in light of the issues that have 
caused a £500k overspend of the Adult Education Grant. 

Priority 1 Defer for 
consideration in 
2020/21.
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Audit Reason for 
Audit

Outline Scope Priority Proposal to Audit 
and Governance 
Committee

Adult Education 
Service 
Restructure

Requested by 
Executive 
Director 
Economy, 
Environment and 
Infrastructure.

Consultancy. 

Identified as part 
of RBIAP. 

Adult Education Services have a proposed Restructure due in 
September 2020. ARA will provide consultancy advice as part 
of the restructure project, through attendance at project 
meetings and provision/offer of informal advice and challenge.

Priority 1 Completed. 

Fleet 
Management

Deferred from 
2019/20 plan.

Identified as part 
of RBIAP.

SR6.1 
Collaborative 
Working (within 
GCC services).

Gloucestershire County Council’s fleet comprises circa 86 
vehicles; these are predominantly vans, cars and minibuses 
with a small number of larger vehicles, such as mobile libraries. 
Procurement arrangements for GCC owned fleet is through the 
Crown Commercial Service. In 2018, the decision was taken to 
integrate the fleet management activities (undertaken by the 
Integrated Transport Unit) into the current Gloucestershire Fire 
and Rescue Service management arrangements. This audit 
will review these arrangements to provide assurance that they 
are operating effectively and the perceived benefits of the 
change have been achieved.

Priority 1 Planned to be 
completed by 
2020/21 year end.
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Audit Reason for 
Audit

Outline Scope Priority Proposal to Audit 
and Governance 
Committee

Highways Term 
Maintenance 
Contract 
Oversight

Deferred from 
2019/20 plan.

Requested by 
two Audit and 
Governance 
Committee 
Members.

Identified as part 
of RBIAP.

SR5.3 Ineffective 
provider failures – 
unable to achieve 
strategic 
objectives.

SR6.1 
Collaborative 
Working.

In September 2018, the Council awarded the contract (circa 
£245m to £430m) for highways term maintenance to Ringway 
Infrastructure effective from April 2019. The initial term is for a 
seven year period with two further options to extend the 
contract to a total of 11 years. 

This audit will focus on how oversight of the relevant work 
undertaken is performed and assurance gained that it is 
completed on time, on budget and at the right level of quality. It 
will review the controls operating within high risk areas of the 
contractual arrangements with the specific audit scope, based 
on risk, to be considered and agreed with management.

Priority 1 Planned to be 
completed by 
2020/21 year end.



Internal Audit Plan 2020/21 (revised due to Covid 19)

52

Audit Reason for 
Audit

Outline Scope Priority Proposal to Audit 
and Governance 
Committee

Oversight of 
Parking 
Management 
Services 
Contract

Requested by 
Executive 
Director of 
Economy, 
Environment and 
Infrastructure and 
Lead 
Commissioner 
Community 
Infrastructure.

Identified as part 
of RBIAP.

Consultancy.

SR2.8 Service 
Pressures / 
Ineffective 
Budgetary 
Control.

SR5.3 Ineffective 
provider failures / 
commissioning 
practice.

Following on from the ARA consultancy review in 2019/20 of 
the APCOA contract which ended in March 2020, the internal 
audit will review the application of the recommendations from 
the 2019/20 consultancy review to the Council’s new parking 
management contract with NSL (the supplier/service provider) 
and the operation of the new company contract management 
oversight arrangements.

The cost of the APCOA contract was around £1.9m per 
annum.

The income from Pay and Display is around £2.5m per annum, 
income from Penalty Charge Notices (PCNs) and waivers and 
permits is a further £2.5m per annum.

Priority 2 Defer for 
consideration in 
2020/21.
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Audit Reason for 
Audit

Outline Scope Priority Proposal to Audit 
and Governance 
Committee

Transport 
Infrastructure 
Project Cost 
Reporting

Requested by 
Lead 
Commissioner – 
Strategic 
Infrastructure. 

Identified as part 
of RBIAP.

SR2.8 Service 
Pressures / 
Ineffective 
Budgetary 
Control.

The recent Cinderford project overspent by 50% (£9m v £6m) 
and there is potentially a £220m M5 Junction 10 project in the 
near future therefore the lead commissioner would like 
independent assurance that there is a robust process to 
accurately report project costs in a timely manner.

The audit will thus focus on reviewing the accuracy and 
timeliness of project cost reporting of the £22m west of 
Cheltenham Cyber park/GCHQ infrastructure project. Key 
stakeholders include Gloucestershire County Council, 
Highways England, Cheltenham Borough Council, Tewkesbury 
Borough Council and GCHQ. The audit will also consider the 
legal arrangements in place between the stakeholders.

An interim reporting process will be followed to ensure that 
audit recommendations are reported in a timely manner.

Priority 2 Defer for 
consideration in 
2020/21.
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Gloucestershire Fire and Rescue Service (GFRS) – Community Safety

Audit Reason for 
Audit

Outline Scope Priority Proposal to Audit 
and Governance 
Committee

GFRS Follow-
up activity

SR1.1 Corporate 
Governance.

A total of 18 audits were undertaken following the initial GFRS 
investigation, including a position statement on Governance.  
These generated 118 individual recommendations (High 
Priority and Medium Priority).  Eleven of the audits were given 
limited assurance opinions either for risk management, the 
control environment or both.

The follow-up audit activity will review all High Priority 
recommendations from non-limited assurance reports and all 
High Priority and Medium Priority recommendations from 
limited assurance reports to ensure timely implementation of 
the agreed recommendations.

Priority 1 In Progress.

All GFRS follow-up 
audit activity will 
be reported to the 
Audit and 
Governance 
Committee 
separately with the 
first update being 
provided on 30th 
October 20.
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Audit Reason for 
Audit

Outline Scope Priority Proposal to Audit 
and Governance 
Committee

Stores, 
Procurement 
and Stock 
Control

Requested by 
Chief Fire Officer 
(CFO).

Identified as part 
of RBIAP.

SR5.3 Ineffective 
provider failures / 
commissioning 
practice.

This theme was raised as a concern within one of the GFRS 
investigation audits. The internal audit is to focus on 
procurement processes and the need for contracts and 
compliance with Accounting Instructions to ensure Value for 
Money in relation to lower level items. Personal Protective 
Equipment has a contract in place but this is not the case for all 
store items, e.g. uniforms.  

The audit will also consider how GFRS accesses 
regional/national Fire and Rescue Services procurement 
frameworks.

Priority 1 Planned to be 
completed by 
2020/21 year end.
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Audit Reason for 
Audit

Outline Scope Priority Proposal to Audit 
and Governance 
Committee

Business Fire 
Safety

Requested by 
CFO.

Identified as part 
of RBIAP.

SR1.1 Corporate 
Governance.

This area was raised as a cause of concern by Her Majesty's 
Inspectorate of Constabulary and Fire and Rescue Services 
(HMICFRS).  Areas identified and for assurance to be provided 
on include: 

1) The service does not have a clear strategy for Protection 
that describes how it will manage statutory duties using its 
risk based inspection programme to identify highest risk 
premises;

2) The service has difficulty maintaining and interpreting its 
own data. This means that GFRS may not be using its data 
to effectively prioritise risk; and

3) The service does not have the capacity (in the form of 
trained inspectors) to carry out audits on the high risk 
premises it identifies.

Priority 2 Planned to be 
completed by 
2020/21 year end.

Audit to focus on 
process (the 
workflow) and 
performance, in 
line with Chief Fire 
Officer and ARA 
discussions. 
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Audit Reason for 
Audit

Outline Scope Priority Proposal to Audit 
and Governance 
Committee

Cultural Review Requested by 
CFO.

Identified as part 
of RBIAP.

SR1.1 Corporate 
Governance.

To provide assurance that actions emanating from previous 
audits/reviews/surveys of culture are being implemented and to 
evaluate the outcome/impact of the actions to identify the 
direction of travel.

Specifically, the audit will focus on the following areas:

1) Lack of trust in values, vision and behaviours of previous 
leadership team;

2) Visible and transparent pathway for change, fully 
documented and available to all staff; and

3) Managers to be seen to demonstrate the new values 
through their behaviours and rebuild trust.

Priority 2 Planned to be 
completed by 
2020/21 year end.
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Audit Reason for 
Audit

Outline Scope Priority Proposal to Audit 
and Governance 
Committee

Trading 
Standards

Requested by 
CFO.

Identified as part 
of RBIAP.

SR6.1 
Collaborative 
Working.

The original request from the Assistant Chief Fire Officer was 
that each of the following areas should be audited on a cyclical 
basis:  Trading Standards; Civil Protection; Coroners.  These 
areas are under the management of GFRS but are not part of 
GFRS.  If not audited on a cyclical basis, there is a risk that 
they will be overlooked for independent assurance purposes.   
Reviews should also include areas like Severn Park (shared 
Private Finance Initiative training centre with Avon FRS and 
Devon & Somerset FRS) and ICT.

The internal audit for 2020/21 will be Trading Standards and 
will focus on providing assurance over systems, processes and 
management oversight within specific areas to be agreed with 
the Chief Fire Officer and newly appointed Assistant Chief Fire 
Officer.

Priority 2 Defer for 
consideration in 
2020/21.
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Internal Audit Grant Certification 

Audit Reason for 
Audit

Outline Scope Priority Proposal to Audit 
and Governance 
Committee

Internal Audit 
Grant 
Certification

Statutory Grant 
Certification.

There are 14 grant returns that will require Chief Internal 
Auditor sign-off in 2020/21: 10 for Economy, Environment and 
Infrastructure, 2 for Adults, 1 for Children’s and 1 for 
Community Safety. The total value of the grants is expected to 
be in the region of £41.7 million and the sign-off will be 
undertaken throughout the course of the year in order to meet 
the requirements of the individual grant determinations.

Priority 1 In Progress. Nine 
grant assurance 
outcomes are to 
be presented to 
30th October 2020 
Audit and 
Governance 
Committee within 
the Internal Audit 
Progress Report.

Additional grant 
certification and 
review activity will 
be required due to 
Covid-19 grant 
funding streams 
and other areas 
(e.g. the M5 
Junction 10 
project). 
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Counter Fraud Activity 

Audit Reason for 
Audit

Outline Scope Priority Proposal to Audit 
and Governance 
Committee

Cabinet Office
National Fraud 
Initiative (NFI)

Statutory 
Participation.

To support the 
Annual 
Governance 
Statement.

To continue to co-ordinate activity as part of the NFI (a national 
data matching exercise that compares data/records) and to 
facilitate the investigation of data matching reports produced by 
the Cabinet Office, comparing records held within the authority 
for payroll, pensions, care home residents, insurance, 
creditors, blue badges and concessionary fares with records 
held by a wide range of public bodies, including records held 
by the Department for Work and Pensions (DWP), Immigration 
Office and Metropolitan Police, ensuring that these matches 
are investigated promptly and thoroughly, and results reported 
accordingly.
 

Priority 1 Ongoing.
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Audit Reason for 
Audit

Outline Scope Priority Proposal to Audit 
and Governance 
Committee

Fraud 
Investigation / 
Detection 

Protect the Public 
Purse.

To support the 
Annual 
Governance 
Statement. 

To continue to develop and implement the Council’s Anti-Fraud 
and Corruption arrangements based on latest national good 
practice. 

This also includes an allocation for increasing the profile and 
awareness of anti–fraud, conducting pro-active anti-fraud 
reviews, undertaking investigations, assessing the Council’s 
response to the Home Office pilots on the threat serious and 
organised crime poses to publicly procured services in Local 
Authorities (LAs) and how to respond to that threat, and 
administering the Council’s Confidential Reporting Hotline. 

This allocation is also to comply with Local Government 
Transparency Code 2015 regarding fraud reporting.

Priority 1 Ongoing.

Fraud Risk 
Management

Protect the Public 
Purse.

To support the 
Annual 
Governance 
Statement.

The CIPFA Counter Fraud Centre has issued guidance on 
actions to be taken to ‘Manage the Risk of Fraud and 
Corruption’ within an organisation. 

This allocation is to continue to self assess against the criteria 
set out in the guidance in order to direct/prioritise our counter 
fraud and internal audit resources/activity accordingly.  

Priority 1 Ongoing.
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Audit Management Activity to Support the Audit Opinion

Activity Reason for 
Activity

Outline Scope Priority Proposal to Audit 
and Governance 
Committee

Annual 
Governance 
Statement (AGS)

Statutory 
Requirement.

This allocation is to lead on the development and 
implementation of the governance assurance framework and 
to produce the 2020/21 Annual Governance Statement and 
Local Code of Corporate Governance. 

In addition, Internal Audit review the effectiveness of the 
management of the Local Government Pension Scheme 
(LGPS) on an annual basis to provide assurance over the 
governance and administration of pension funds, and pension 
fund investment management, which feeds into the AGS.

Priority 1 2020/21 AGS 
completion has 
been transferred to 
the Planning, 
Performance and 
Improvement 
Team. 

ARA’s LGPS 
review remains in 
the Audit Plan and 
will be reported via 
the 2020/21 AGS. 

Audit and 
Governance 
Committee / 
Member / Officer 
and S151 Officer 
Reporting

Management 
activity to support 
the audit opinion. 

This allocation covers Member and Officer reporting 
procedures, mainly to the Audit and Governance Committee 
and Corporate Leadership Team (CLT), plan formulation and 
monitoring, and regular reporting to and meeting with, the 
Chair of the Audit and Governance Committee, S151 Officer, 
Monitoring Officer and the Director of Finance.  

Priority 1 Ongoing.
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Activity Reason for 
Activity

Outline Scope Priority Proposal to Audit 
and Governance 
Committee

Carry Forwards Audit Activity 
outstanding.

This allocation provides for the completion of various 2019/20 
audits which require finalising.

Priority 1 Ongoing.

External Audit 
Liaison

Management 
activity to support 
the audit opinion.

The External Auditor and the Chief Internal Auditor regularly 
meet to discuss plans and audit findings, to ensure that a 
“managed audit” approach is followed in relation to the 
provision of internal and external audit services. 

Priority 1 Ongoing.

External Working 
Groups 

Activity to support 
the audit opinion.

Attendance / work in relation to the Local Authorities Chief 
Auditors Network (LACAN) (National Group), Midland 
Counties and Districts Chief Internal Auditors Group, and the 
Fraud and ICT Groups to enable networking, benchmarking 
and to share good practice.

Priority 1 Ongoing.

Provision of 
Advice

To support an 
effective control 
environment.

This allocation allows auditors to facilitate the provision of risk 
and control advice which is regularly requested by officers 
within the authority, including maintained school based staff.

Priority 1 Ongoing.
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Activity Reason for 
Activity

Outline Scope Priority Proposal to Audit 
and Governance 
Committee

Quality 
Assurance and 
Improvement 
Programme 
(QAIP)

Includes the 
annual review of 
the effectiveness 
of Internal Audit 
and the external 
assessment 

Statutory 
Requirement.

To support the 
AGS.

The Accounts and Audit  Regulations 2015 states that 
Internal Audit should conform to ‘proper practices’ and it is 
advised that proper practice for internal audit is currently set 
out in the Public Sector Internal Audit Standards (PSIAS) 
2017. 

This allocation is to undertake the required annual self 
assessment and when required, commission and deliver an 
external quality assessment, against the standards. 

The next external quality assessment is due in May 2020 and 
will be undertaken by the Chartered Institute of Internal 
Auditors (IIA). 

Priority 1 Ongoing.

Internal Working 
Groups

Activity to support 
the audit opinion.

Internal Audit is frequently asked to nominate representatives 
for working groups to advise on risk and control. 

Priority 2 Ongoing.

Recommendation 
Monitoring

Activity to support 
the audit opinion.

Whilst it is management’s responsibility to identify and 
manage the risks associated with their outcomes/objectives, 
this allocation enables Internal Audit to monitor 
management’s progress with the implementation of high 
priority recommendations.

Priority 2 Ongoing.


